HIGH-TECH SURVEILLANCE FOR RELIGIOUS
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Nury Turkel*

When Chinese President Xi Jinping looks at the society around him,
he sees plenty of potential threats to his power. History, civic
engagement, activists, and most relevant to Xi, religion, all have the
capacity to energize large masses of people in pursuit of goals counter
to the Chinese Communist Party’s power and legitimacy. Xi has
developed a succinct strategy! towards any potential institution that
could detract from his own singular authority—that is, to coopt what
could be useful to his own power and destroy the rest.2

Xi and his predecessors have long employed a dual-track strategy
towards religion. Historically, (Chinese Communist Party) CCP leaders
have selectively welcomeds the rise of traditional Chinese Buddhism
and folk religions when they can be used as sources of positive
promotion for the socialist regime. However, at any inclination that
followers of these faiths might organize into a bloc with political
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influence,4 the Party has always been ready to fully outlaw or discourage
such religious practices.s

Beyond Buddhism and folk religions, China officially recognizes
five religions—Buddhism, Taoism, Islam, Catholicism, and
Protestantism.6e While these religions are officially sanctioned and the
People’s Republic of China (PRC) Constitution guarantees the right of
“freedom of religious belief,”” China’s Regulations on Religious Affairs
requires practicing religious groups to register their organizations and
activities, and the state reserves the right to decide what activities are
legitimate within the contexts of these approved groups.8 Large-scale
religious activities must be held in designated locations.? Anyone found
to be participating in unsanctioned religious activities, including
providing a venue for them, is subject to criminal prosecution.10

On December 4, 2021, Xi continued his crusade to limit the
fundamental religious practices of even the five recognized religions by
publicly and explicitly stating that these religions can only be tolerated
in China insofar as they conform with the country’s socialist society.11
At the most recent National Religious Affairs Meeting, Xi stressed the
Sinicization of religion. Xi has commissioned reinterpretations of key
religious texts from the major religions present in China.12 The Chinese
Communist Party calls for a “comprehensive evaluation of the existing
religious classics aiming at contents which do not conform to the
progress of the times.”13

4  See Samirah Majumdar, Recent Chinese Dealings with Faith Groups Reflect a Pattern
of Government Restrictions on Religion, PEwW RscH. CTR. (Oct. 11, 2018),
https://www.pewresearch.org/fact-tank/2018/10/11/recent-chinese-dealings-with-faith-
groups-reflect-a-pattern-of-government-restrictions-on-religion/ [https://perma.cc/4PD6-
ABMK].

5 See China’s Top Paper Warns Party Officials Against ‘Spiritual Anesthesia’, REUTERS
(Oct. 11, 2017) https://www.reuters.com/article/us-china-congress-religion/chinas-top-
paper-warns-party-officials-against-spiritual-anesthesia-idUSKBN1CHO060 [https://perma.c
¢/GHP3-ZNQ7].

6 GLOB. LEGAL RSCH. CTR., LL No. 2018-016324, CHINA: RELIGION AND CHINESE LAwW 2
(2018).

7  XIANFAart. 36 (1982) (China).

8 Religious Affairs Regulations (promulgated by the State Council of the People’s
Republic of China, effective Feb. 1, 2017), art. 22 (China).

9 Id. atart. 30.

10 GLOB. LEGAL RSCH. CTR., LL No. 2018-016324, CHINA: RELIGION AND CHINESE LAW 9
(2018).

11 See Xi Stresses Sinicization and Regulation of Religious Activities, BLOOMBERG (Dec. 4,
2021)  https://www.bloomberg.com/news/articles/2021-12-04 /xi-stresses-sinicization-
and-regulation-of-religious-activities [https://perma.cc/E9ZC-886M].

12 See Ryan Fahey, China Will Rewrite the Bible and the Quran to ‘Reflect Socialist Values’
Amid Crackdown on Muslim Uighur Minority, DAILY MAIL (Dec. 26, 2019)
https://www.dailymail.co.uk/news/article-7824541/China-rewrite-Bible-Quran-reflect-
socialist-values.html [https://perma.cc/7RE5-7SLH].
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While Xi’s treatment of all religious groups in China has been
incomparably horrific, he has saved his most heinous crimes for the
Uyghurs, the ethnic and Muslim religious minority living in what China
has dubbed the Xinjiang Uyghur Autonomous Region.14 Since the
Chinese Communist Party came to power in 1949, they have taken
special notice of the Uyghurs, fearful of their vibrant religious practices
and culture.15 However, under Xi, this “special notice” has reached new
heights. By this point, awareness of the genocide that Xi and his political
allies are perpetrating against the Uyghurs is growing.16 Xi’s directives
have been interpreted discretionarily by Chinese officials at the local
level,17 a complicated reality as Xi's speeches since 2014 contain
language that has alternated between hardline calls to action and
appeals for tolerance for religion.18 As a recent purge of officials deemed
too moderate in their approach revealed, any allusion to respect for
religious practice was mere lip service to Chinese law.19 [t also revealed
that Chen Quanguo’s draconian interpretation of his duties as Party
Secretary of Xinjiang might have had as much influence on Xi’s approach
as vice versa,20 in an echo of Adolf Eichmann and other notable

14 See BUREAU OF DEMOCRACY, HUM. RTS., & LABOR, U.S. STATE DEPT., INTERNATIONAL
RELIGIOUS FREEDOM REPORT FOR 2018, at 60-61 (2018).

15 See Lindsay Maizland, China’s Repression of Uyghurs in Xinjing, COUNCIL ON FOREIGN
REL. (Mar. 1, 2021) https://www.cfr.org/backgrounder/chinas-repression-uyghurs-xinjiang
[https://perma.cc/85YF-UL36].

16  See Zachary Basu, House Unanimously Passes Uyghur Forced Labor Bill, AX10S (Dec. 15,
2021), https://www.axios.com/congress-uyghur-forced-labor-bill-d4699c95-16ea-4b42-
bda4-eb5baa29326a.html [https://perma.cc/5LUP-9Z9Y].

17 Rachel Sandler, Leaked Documents Show Xi Jinping’s Secret Speeches About China’s
Uighur Crackdown, FORBES (Nov. 17, 2019), https://www.forbes.com/sites/rachelsan
dler/2019/11/17 /leaked-documents-show-xi-jinpings-secret-speeches-about-chinas-
uighur-crackdown/?sh=14a6bfb86bf5.

18 Even in Secret, China’s Leaders Speak in Code, THE ECONOMIST (Jan. 1, 2022),
https://www.economist.com/china/2022/01/01/even-in-secret-chinas-leaders-speak-in-
code [https://perma.cc/6VSL-HNVH].

19 See Chun Han Wong, China’s Xi Jinping Tightens Grip on Domestic Security Forces in
First Broad Purge, WALL ST. ]. (Aug. 18, 2020), https://www.wsj.com/articles/chinas-xi-
jinping-tightens-grip-on-domestic-security-forces-in-first-broad-purge-11597773887
[https://perma.cc/FQS8-TVL]]; see Austin Ramzy & Chris Buckley, ‘Absolutely No Mercy’:
Leaked Files Expose How China Organized Mass Detentions of Muslims, N.Y. TIMES (Nov. 16,
2019), https://www.nytimes.com/interactive/2019/11/16/world/asia/china-xinjiang-doc
uments.html [https://perma.cc/EYS9-ZNRF].

20 See China Replaces Xinjian Communist Party Chief Chen, REUTERS (Dec. 26, 2021),
https://www.reuters.com/world/china/china-replaces-xinjiang-communist-party-chief-
chen-2021-12-26/; see Tristan Kenderdine, Chen Quanguo, Architect of Xinjiang Crackdown,
Likely To Be Awarded with Central Position in 2022, DIPLOMAT (June 7, 2021),
https://thediplomat.com/2021/06/chen-quanguo-architect-of-xinjiang-crackdown-likely-
to-be-rewarded-with-central-position-in-2022/ [https://perma.cc/S488-WHBX].
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henchmen throughout history.21 As a result, since early 2017, the
Chinese Communist Party has carried out some of the worst forms of
human rights abuses against the Uyghur people; atrocities that former
Secretary of State Mike Pompeo and Secretary of State Antony Blinken
declared to be genocide and crimes against humanity.22 A growing
number of governments in the free world have also taken the same
stance as that of the United States, cementing this issue as one of global
concern.23

The Chinese Communist Party has employed their best and
brightest in pursuit of designing the most innovative, well-oiled
genocide on religious grounds the world has ever seen.24 For years, the
CCP has worked to develop an integrated technological, diplomatic, and
logistical approach to oppressing Uyghurs, depressing Uyghur culture
and religious practice, and repressing information about the genocide
from reaching the outside world.2s Video cameras equipped with facial
recognition software are omnipresent in cities and villages.zs Cell
phones come equipped with mandatory “spyware” apps that record
every aspect of Uyghurs’ online activity.27 Uyghurs must have their ID
cards scanned at ubiquitous checkpoints to gain access to parks, malls,
and stores.28  These scanners are linked to broader policing

21 See David Cesarani, Adolf Eichmann: The Mind of a War Criminal, B.B.C. (Feb. 17,
2011) https://www.bbc.co.uk/history/worldwars/genocide/eichmann_01.shtml [https:/
/perma.cc/2E4R-HQJS].

22 Michael R. Pompeo, Determination of the Secretary of State on Atrocities in Xinjiang,
U.S. STATE DEPT. (Jan. 19, 2021), https://2017-2021.state.gov/determination-of-the-
secretary-of-state-on-atrocities-in-xinjiang/index.html [https://perma.cc/4EPB-M6T6];
Antony J. Blinken, Promoting Accountability for Human Rights Abuses with Our Partners, U.S.
State Dept. (March 22, 2021), https://www.state.gov/promoting-accountability-for-human-
rights-abuses-with-our-partners/ [https://perma.cc/2EEW-2HE9].

23 Who Are the Uyghurs and Why Is China Being Accused of Genocide?, B.B.C. (June 21,
2021), https://www.bbc.com/news/world-asia-china-22278037 [https://perma.cc/GT2G-
S9RU].

24  See Chris Buckley & Paul Mozur, How China Uses High-Tech Surveillance to Subdue
Minorities, N.Y. TIMES (May 22, 2019), https://www.nytimes.com/2019/05/22/w
orld/asia/china-surveillance-xinjiang.html [https://perma.cc/8TQE-VUQC].

25 Seeid.

26 Seeid.

27  See Paul Mozur & Nicole Perlroth, China’s Software Stalked Uighurs Earlier and More
Widely, Researchers Learn, N.Y. TIMES (Jan. 19, 2021), https://www.nytimes.com2020
/07/01/technology/china-uighurs-hackers-malware-hackers-smartphones.html [https://p
erma.cc/J9B9-Q7N7].

28 See Josh Chin & Clément Biirge, Twelve Days in Xingjiang: How China’s Surveillance
State Overwhelms Daily Life, WALL ST. ]. (Dec. 19, 2017), https://www.ws
j.com/articles/twelve-days-in-xinjiang-how-chinas-surveillance-state-overwhelms-daily-
life-1513700355?st=rw25vwddms9arOn&reflink=desktopwebshare_permalink
[https://perma.cc/C6N3-2CLH].
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technology.29 If an individual is identified as “risky,” then entry will be
denied.30 Officials in Xinjiang use this data, along with biometric data
that Uyghurs are required to submit to government officials, to
determine who should be sent to concentration camps or factories to
participate in forced labor.31

China’s treatment of religious groups as compared to other
potential threats is a difference in kind, not just degree. Religion poses
a unique threat to the Party because it provides a compelling and
empowering alternative to its own ideology and cult of personality.32
The only worship the Party is truly comfortable with is its own adulation
and policies. Time and time again throughout its history, CCP officials
have attempted to mold Party worship33 into a replacement for religion
to no avail.34 Despite creating its own holidays, deifying its leaders, and
literally rewriting the book on major religions, over the decades Chinese
leaders have found that, in most cases, they cannot fully insert
themselves into the spiritual and communal lives of religious
individuals.3s Communities with a mission that cares about human
rights and human decency appeal to a power higher than the Party and
associate with an identity fundamentally distinct from being Chinese are
the CCP’s worst nightmare. An engaged, highly organized religious
population is an existential threat to the CCP because of how
incompatible religious freedom and practice are with the authoritarian
rule of the Party.

The CCP has developed a systematic approach to repressing
religious groups, and the world has watched as it has played out its

29 See Australian Strategic Pol’y Inst., How Mass Surveillance Works In Xinjiang, XINJIANG
DATA PROJECT (Apr. 2019), https://xjdp.aspi.org.au/explainers/how-mass-surveillance-
works-in-xinjiang/ [https://perma.cc/VD7S-93UT].

30 Seeid.

31 See Sui-Lee Wee, China Still Buys American DNA Equipment for Xinjiang Despite
Blocks, N.Y. TIMES (Oct. 22, 2021), https://www.nytimes.com/2021/06/11/business/china-
dna-xinjiang-american.html [https://perma.cc/FZN2-SF4X]; see also Jen Kirby, Concentration
Camps and Forced Labor: China’s Repression of the Uighurs, Explained, VOx (Sept. 25, 2020),
https://www.vox.com/2020/7/28/21333345 /uighurs-china-internment-camps-forced-
labor-xinjiang.

32 See Andrew Zhao, The Cult of Xi: China’s Return to a Maoist Personality Cult, U. OF
TORONTO SYNERGY J. (Mar. 16, 2019), https://utsynergyjournal.org/2019/03/16/the-cult-of-
xi-chinas-return-to-a-maoist-personality-cult/ [https://perma.cc/RAX7-T]JG5].

33  SeeOlivia Lamb, Freedom of Religion in China: A Historical Perspective, GEO. U. BERKLEY
CTR. (Oct. 1, 2014), https://berkleycenter.georgetown.edu/essays/freedom-of-religion-in-
china-a-historical-perspective [https://perma.cc/4UKB-ZETH].

34 See lan Johnson, Opinion, China’s New Civil Religion, N.Y. TIMES (Dec. 21, 2019),
https://www.nytimes.com/2019/12 /21 /opinion/sunday/chinas-religion-xi.html [https://
perma.cc/4EM3-CAVD].

35 See Eleanor Albert & Lindsay Maizland, Religion in China, COUNCIL ON FOREIGN RELS.
(Sep. 25, 2020), https://www.cfr.org/backgrounder/religion-china [https://p
erma.cc/MS8U-B8YW].
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model to completion first in Tibet against Buddhists and now in Xinjiang
against the Uyghurs.36 China has made serious investments in the
technology of religious repression,37 and has used Uyghurs and other
ethnic minorities as the guinea pigs for their advanced biometric datass
and artificial intelligence (AI) capabilities.39 If the world’s democracies
cannot bring themselves to care about the Uyghur genocide for
humanitarian reasons, we should all be terrified of the prospect of China
exporting this technology to the world’s despots. As the New York
Times documented in 2019,40 the Chinese government has already
begun the process of exporting its surveillance state to the highest
bidder, including autocrats and would-be autocrats around the world.41
There is no cogent global policy to control the use of Al and surveillance
technology nor has any world power taken a significant stand against
the use of this technology to violate citizens’ privacy and basic human
rights. Until the United States and our allies can come together to create
a clear legal framework to deal with China’s dissemination of malicious
technology, the world’s despots will continue to have access to cutting-
edge innovations to use at their will.

While international law might be considered unimplementable, the
domestic legal framework for accountability exists.#2 Chinese tech
companies that have developed, tested, and exported surveillance
techniques used to facilitate the persecution of the Uyghurs and other
religious and ethnic groups fall under the jurisdiction of courts in
democratic countries. Investigating and holding these entities and
cohorts accountable could be pursued in domestic courts concurrent

36 See Tibet: A Glossary of Repression, HUM. RTS. WATCH (June 19, 2017),
https://www.hrw.org/video-photos/interactive/2017/06/20/tibet-glossary-repression
[https://perma.cc/K8PS-U4L2].

37 See Australian Strategic Pol’y Inst., How Mass Surveillance Works In Xinjiang, XINJIANG
DATA PROJECT (Apr. 2019), https://xjdp.aspi.org.au/explainers/how-mass-surveillance-
works-in-xinjiang/ [https://perma.cc/VD7S-93UT]; see also China’s Algorithms of Repression,
HuMm. RTs. WATCH (2019), https://www.hrw.org/sites/default/files/report_pdf/ch
ina0519_web5.pdf [https://perma.cc/DZ62-BM4D].

38 Sui-Lee Wee, China Still Buys American DNA Equipment for Xinjiang Despite Blocks,
N.Y. TIMES (Oct. 22, 2021), https://www.nytimes.com/2021/06/11/business/china-dna-xi
njiang-american.html [https://perma.cc/A7]Y-]B4W].

39 Jane Wakefield, Al Emotion-Detection Software Tested on Uyghurs, BBC (May 26,
2021), https://www.bbc.com/news/technology-57101248 [https://perma.cc/BS42-U7U2].

40 Paul Mozur, Jonah M. Kessel & Melissa Chan, Made in China, Exported to the World:
The Surveillance State, N.Y. TIMES (Apr. 24, 2019), https://www.nytimes.com/2019
/04/24 /technology/ecuador-surveillance-cameras-police-government.html [https://perm
a.cc/MQ65-2STF].

41 Ross Andersen, The Panopticon is Already Here, THE ATLANTIC (Sept. 2020),
https://www.theatlantic.com/magazine/archive/2020/09/china-ai-surveillance/614197/
[https://perma.cc/DH2F-CWXX].

42  See Nury Turkel & Beth Van Schaack, What America Owes the Uyghurs, FOREIGN AFFS.,
(July 16, 2021), https://www.foreignaffairs.com/articles/china/2021-07-16 /what-america-
owes-uyghurs [https://perma.cc/3]ZE-]NDZ].
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with multilateral cooperation, through the G7 and Five Eyes Alliance.43
Through the Foreign Corrupt Practices Act (FCPA) in the United States,44
and similar laws internationally, any publicly traded multinational firms
would likewise fall under this jurisdiction.

As the Uyghur genocide drags into its fifth year and the lives of
individual Uyghurs become tragic statistics, I fear that American
politicians and the world’s leaders lack both the political will, moral
clarity, and legal infrastructure to address both the genocide and the
fundamentally hostile environment Xi has created in China for religion.
As signatories to the Genocide Convention and having recognized the
CCP’s actions as genocide,s5 we certainly do not lack the legal standing
to put maximum pressure on China to end their efforts to eradicate
Uyghur culture, religious practices, and communities. On the contrary,
the CCP is highly motivated to continue its religious persecution to
maintain its own legitimacy because the very nature of religion
threatens its national supremacy. Without an international response
and the motivation to deal with the nuances of China’s transgressions
that meet our official designation, we continue to give the CCP no reason
to stop what they are doing.

43  See lan Marlow, Why the Aukus, Quad and Five Eyes Pacts Anger China, BLOOMBERG,
(Dec. 9, 2021), https://www.bloomberg.com/news/articles/2021-09-23/why-the-aukus-
quad-and-five-eyes-pacts-anger-china-quicktake [https://perma.cc/G9PB-W4BY].

44  Foreign Corrupt Practices Act, 15 U.S.C. §§ 78dd-1(a)-78dd-3(a) (2018).

45 G.A.Res. 260 A (11I), (Dec. 9, 1948).



