MARKETPLACE OF IDEAS, PRIVACY, AND
THE DIGITAL AUDIENCE
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The availability of almost limitless sets of digital information has opened a vast marketplace
of ideas. Information service providers like Facebook and Twitler provide users with an array of
personal information about products, friends, acquaintances, and strangers. While this data
enriches the lives of those who share content on the internet, it comes at the expense of privacy.

Social media companies disseminate news, advertisements, and political messages, while
also capitalizing on consumers’ private shopping, surfing, and traveling habits. Companies like
Cambridge Analytica, Amazon, and Apple rely on algorithmic programs to mash up and scrape
enormous amounts of online and otherwise available personal data to microtarget audiences. By
collecting and then processing psychometric data sets, commercial and political advertisers rely on
emotive advertisements to manipulate biases and vulnerabilities that impact audiences’ shopping
and voting habits.

The Free Speech Clause is not an absolute bar to the regulation of commercial intermediaries
who exploit private information obtained on the digital marketplace of ideas. The Commerce
Clause authorizes passage of laws to regulate internet companies that monetize intimate data
and resell it to third parties. Rather than applying strict scrutiny to such proposed regulations as
one would to pure speech, judges should rely on intermediate scrutiny to test statutes limiting the
commercial marketing of data.

Legislative reforms are needed to address the substantial economic effects of massive, com-
mercial agglomeration of data files containing histories, daily routines, medical conditions, per-
sonal habits, and the like. To address this logarithmically expanding cyberphenomenon,
Congress should temporally restrict the retention and trade in private data. Internet
intermediaries should not be immune from such a restriction on private data storage. For such a
policy to be effective, safe harbor provisions shielding internet intermediaries should be modified
to allow for civil litigation against internet companies that refuse a data subject’s request to
remove personal information no longer needed to accomplish the transaction for which it was
originally processed.
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Our own information—from the everyday to the deeply personal—is being
weaponized . . . . These scraps of data, each one harmless enough on its own, are
carefully assembled, synthesized, traded and sold.

Taken to the extreme this process creates an enduring digital profile and lets
companies know you better than you may know yourself. Your profile is a bunch of
algorithms that serve up increasingly extreme content, pounding our harmless prefer-
ences into harm.

— Tim Cook, Apple Corp. CEO"

INTRODUCTION

One of the most complex puzzles in constitutional law is how to adjudi-
cate cases where a commercial speaker disseminates private information in
the marketplace of ideas without the data subjects’ prior consent. This con-
flict has become particularly acute with the expanding online library of per-
sonal information. Internet firms rely on algorithmically powered
technologies to sift through enormous amounts of information relevant for
monitoring, retailing, convincing, or reselling. Electronic tools enable web-
sites to aggregate consumer information, which can almost instantaneously
be commodified and linked to hundreds of thousands of additional data
points about consumer information, lifestyle habits, demographics, political
preferences, reading habits, travel routes, ambitions, illnesses, and so forth.

Internet intermediaries provide audiences with a wealth of public and
private information. They function as gatekeepers relying on well-orches-
trated marketing strategies, capable of influencing consumers’ experiences,

1 Tim Cook, CEO, Apple Inc., Keynote Address at the 40th International Conference
of Data Protection and Privacy Commissioners (Oct. 24, 2018), quoted in Natasha Lomas,
Apple’s Tim Cook Makes Blistering Attack on the ‘Data Industrial Complex,” TECHCRUNCH (Oct.
24, 2018), https://techcrunch.com/2018/10/24/apples-tim-cook-makes-blistering-attack-
on-the-data-industrial-complex/.
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behaviors, and thoughts.?2 Commercial speech benefits corporations, and in
the internet world it benefits mostly online data providers, as opposed to
consumers.> Much of the information they obtain through free services,
such as email or social platforms, is transmitted to commercial parties not
involved in the original electronic transaction. The data subject* loses con-
trol of information when the internet platform transmits private facts to third
parties without the subject’s knowledge or approval. This cross-pollination of
information directs consumer experiences and political exposure to paid
advertisements that can algorithmically profile and target audiences.> Even
extortionists have found compromising information, such as arrest photo-
graphs located on police and news websites, helpful for shaking down sub-
jects.® Online intermediaries substantially impact consumer privacy, civic
information, and even personal reputations. Marketing in profiles creates
opportunities and risks. Internet intermediaries channel information, mak-
ing it easier to navigate the internet. But users’ privacy is compromised when
data brokers refuse to divulge to consumers all the online third parties with
whom they exchange profiles.

This Article argues that massive retention of personal information poses
a substantial harm to the privacy interests of data subjects. Congress should
rely on its Commerce Clause authority to regulate internet intermediaries’
sales of commercial data. Social media companies enjoy trillions of dollars in
profits, having a substantial enough effect on interstate commerce to require
federal initiative to control the sale, resale, and analysis of personal informa-

2 CHris Jay HOOFNAGLE, FEDERAL TRADE CoMmMmissioN Privacy Law axp Poricy 147
(2016) (“Internet companies vie to achieve platform status, so that they have a monopoly
over the user experience, and thus can monetize and control it.”).

3 See Kathleen M. Sullivan, Two Concepts of Freedom of Speech, 124 Harv. L. Rev. 143,
158 (2010) (“While the case was litigated by consumer protection advocates and others
seeking to lower drug prices by lowering information costs, corporate speakers soon
became the principal beneficiaries of subsequent rulings . . . .” (footnote omitted)); see also
Julie E. Cohen, The Zombie First Amendment, 56 WM. & Mary L. Rev. 1119, 1120 (2015);
Morgan N. Weiland, Expanding the Periphery & Threatening the Core: The Ascendant Libertarian
Speech Tradition, 69 Stan. L. Rev. 1389 (2017).

4 For the definition of data subject, I am borrowing from the European General Data
Protection Regulation. Commission Regulation 2016/679 of Apr. 27, 2016, On the Protec-
tion of Natural Persons with Regard to the Processing of Personal Data and on the Free
Movement of such Data, 2016 O.J. (L 119) 1, 33 [hereinafter GDPR] (“‘[P]ersonal data’
means any information relating to an identified or identifiable natural person (‘data sub-
ject’); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.”).

5 See Paul Lewis, ‘Utterly Horrifying’: Ex-Facebook Insider Says Covert Data Harvesting Was
Routine, GuarRDIAN (Mar. 20, 2018), https://www.theguardian.com/news/2018/mar/20/
facebook-data-cambridge-analytica-sandy-parakilas.

6 Samantha Schmidt, Owners of Mugshots.com Accused of Extortion: They Attempted ‘to
Profit off of Someone Else’s Humiliation,” CH1. Tris. (May 18, 2018), https://www.chicago-
tribune.com/business/ ct-bizzmugshot-website-owners-extortion-20180518-story.html.
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tion tendered for specific digital transactions. The First Amendment does
not protect online data collectors, and U.S. law should be modified to estab-
lish civil causes of action for publishing defamatory and knowingly mislead-
ing information. My focus is on commercial transactions. Thus, the
suggested regulations do not apply to natural, private persons processing
data. Cyberbusinesses profit from data retention, resale, and algorithmic
profiling. Consumer protection laws prohibiting the nonconsensual manipu-
lation of processed personal data are in order in such a marketing scheme.

Reliance on psychometrics about such characteristics as socioeconomic
backgrounds benefits marketers.” Commercial entities regularly hire special-
ists to harvest messages, user histories, purchases, social media uses, and
other data points useful in identifying idiosyncratic behaviors. An audience’s
right to information and a subject’s right to privacy often clash. The market-
place of commerce is not the same thing as the marketplace of ideas.

In the United States, the Supreme Court tends to favor an audience’s
right to access, receive, and obtain information,® but it recognizes that com-

7 d3con, Cambridge Analytica Explains How the Trump Campaign Worked, YouTUBE (May
12, 2017), https://www.youtube.com/watch?v=bB2B[jJMNXpA. Psychometrics are data
measurements used in advertising for targeted campaigns. Madeline Ford, What is Psycho-
metrics?, MOTIVEMETRICS (June 19, 2013), http://blog.motivemetrics.com/What-is-psycho-
metrics. These databases of marketing information include such measures as the data
subject’s openness, conscientiousness, extroversion, agreeableness, and emotional stability.
PauL KLINE, THE NEwW PSYCHOMETRICS: SCIENCE, PSYCHOLOGY AND MEASUREMENT 24 (1998)
(“[P]sychometrics is the measurement of psychological traits and characteristics . . . .”);
Maria Gester, Psychometric Advertising in Social Media, MARIAGESTER (Feb. 21, 2017), http://
mariagester.se/2017/02/21/psychometric-advertising-in-social-media/.

8 Globe Newspaper Co. v. Superior Court, 457 U.S. 596, 604 (1982) (“Underlying the
First Amendment right of access to criminal trials is the common understanding that ‘a
major purpose of that Amendment was to protect the free discussion of governmental
affairs.”” (quoting Mills v. Alabama, 384 U.S. 214, 218 (1966)); First Nat’l Bank of Bos. v.
Bellotti, 435 U.S. 765, 783 (1978) (ruling that “decisions involving corporations in the
business of communication or entertainment are based not only on the role of the First
Amendment in fostering individual self-expression but also on its role in affording the
public access to discussion, debate, and the dissemination of information and ideas”); Red
Lion Broad. Co. v. FCC, 395 U.S. 367, 390 (1969) (discussing audience’s right to access
“social, political, esthetic, moral, and other ideas and experiences”); Lamont v. Postmaster
Gen., 381 U.S. 301, 307-10 (1965) (Brennan, J., concurring) (asserting that addressees of
mail can challenge seizure); Thomas I. Emerson, The Affirmative Side of the First Amendment,
15 Ga. L. Rev. 795, 807-08 (1981); David S. Han, The Mechanics of First Amendment Audience
Analysis, 55 WM. & Mary L. Rev. 1647 (2014).

On the other hand, in some democracies, such as New Zealand and Australia, the
right to “seek, receive, and impart information,” opinions, or ideas is not a judicial creation
but explicitly protected by statutes. New Zealand Bill of Rights Act 1990, s 14. New Zea-
land does not have a written constitution. Instead, various laws, such as the Bill of Rights,
function as statutory provisions, without the higher law function of the U.S. Constitution.
Michael Principe, The New Zealand Bill of Rights: A Step Towards the Canadian and American
Examples or a Continuation of Parliamentary Supremacy?, 6 Fra. J. INT’L L. 135, 136 (1990).
Similarly, section 16(2) of the Australian Human Rights Act of 2004 states: “Everyone has
the right to freedom of expression. This right includes the freedom to seek, receive and
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mercial communication is of a lower First Amendment value than philosophi-
cal, artistic, and scientific expressions.? What is more, defamation, which is
not uncommon in the digital marketplace, has no value in the quest for
truth. Without effective consumer privacy laws, a data subject seeking to
remove defamatory statements or videos is at the mercy of companies’
opaque review processes. On the internet, the troublesome material can be
viewed thousands (even millions) of times.!? In this Article, my interest is
not a philosophical concept of privacy, but more narrowly the principles rele-
vant to consumer privacy protections in the digital realm. Under those cir-
cumstances, regulation of commercial digital speech is a substantial
government interest that might be narrowly tailored to safeguard details
about a person’s sexuality, finances, address, and health.

Resolution of audience/privacy conflicts is critical in a marketplace satu-
rated with digital technologies providing invaluable information at the cost
of capturing personal details about users. Five companies dominate the digi-
tal realm: Amazon, Apple, Alphabet, Facebook, and Microsoft.!! Each spe-

impart information and ideas of all kinds, regardless of borders, whether orally, in writing
or in print, by way of art, or in another way chosen by him or her.” Human Rights Act 2004
(Cth) s 16(2) (Austl.).

9 Itis important to note here a recent potential shift in the Court’s reasoning. Some
scholars argue that in Sorrell v. IMS Health Inc., the Court shifted to a content-based
approach to commercial speech. 564 U.S. 552 (2011); Paula Lauren Gibson, Does the First
Amendment Immunize Google’s Search Engine Search Results from Government Antitrust Scrutiny?,
23 CompeTITION 125, 136 (2014); Hunter B. Thomson, Note, Whither Central Hudson ?
Commercial Speech in the Wake of Sorrell v. IMS Health, 47 Corum. J.L. & Soc. Pross. 171,
173 (2013). Their confusion comes from the majority’s review in Sorrell of something akin
to viewpoint discrimination analysis. “[The law at issue] goes even beyond mere content
discrimination, to actual viewpoint discrimination.” Sorrell, 564 U.S. at 565 (quoting R.A.V.
v. City of St. Paul, 505 U.S. 377, 391 (1992)). Whatever the trend, for now, the Sorrell Court
made clear it was sticking with intermediate scrutiny. Specifically, the majority asserted
that restrictions on commercial speech cannot be sustained unless they “directly
advance[ ] a substantial governmental interest and that the measure is drawn to achieve
that interest.” Id. at 572.

10  One example is a video falsely accusing Broward County Sheriff Scott Israel of hei-
nous acts, including rape. Even though Israel’s accuser later denounced the claim, admit-
ting that she was paid to make the false video, YouTube refused to take the data off its
platform. Marc Caputo, ‘Oh My God . . . It’s Fake’: Far Right Falls for Hoax About Broward
County Sheriff, PoLiTico (Mar. 23, 2018), https://www.politico.com/story/2018/03/23/
florida-school-shooting-sheriff-hoax-482170.

11 See Andy Greenberg, How One of Apple’s Key Privacy Safeguards Falls Shorl, WIRED
(Sept. 15, 2017), https://www.wired.com/story/apple-differential-privacy-shortcomings/;
Lawsuit Accuses Google of Stealing Data of 5m UK Users, Prys.orG (Nov. 30, 2017), https://
phys.org/news/2017-11-lawsuit-accuses-google-5m-uk.html; Shannon Liao, Google Admits It
Tracked User Location Data Even When the Setting Was Turned Off, VERGE (Nov. 21, 2017),
https://www.theverge.com/2017/11/21/16684818/google-location-tracking-cell-tower-
data-android-os-firebase-privacy; Natasha Lomas, A Closer Look at the Capabilities and Risks of
iPhone X Face Mapping, TEcHCRUNCH (Nov. 4, 2017), https://techcrunch.com/2017/11/
04/a-closer-look-at-the-capabilities-and-risks-of-iphone-x-face-mapping/; Farhad Manjoo,
Tech’s Frightful Five: They've Got Us, N.Y. Times (May 10, 2017), https://www.nytimes.com/
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cializes in the development and manipulation of technologies designed to
provide data to targeted audiences while tracking details about everything
from people’s employment history, to their race, police records, gender, sex-
ual preference, addictions, and anything else that will help to algorithmically
improve marketing. Benefitting from customers’ personal data and reselling
does not fit the traditional marketplace of ideas model; rather, it is a com-
mercial scheme to profit corporations, not natural persons. To listen to the
former Google CEO, Eric Schmidt, one would think social media forums are
altruistic entities gathering public and intimate portraits of online users to
best benefit their audiences:

With your permission you give us more information about you, about your
friends, and we can improve the quality of our searches. We don’t need you
to type at all. We know where you are. We know where you’ve been. We
can more or less know what you’re thinking about.!?

In the name of improving product quality and delivery, Schmidt appar-
ently thinks marketing can be done by all-knowing corporations providing
commercial services. But the practice of corporate officers automatically
destroying their email on their own servers and other account holders’
inboxes demonstrates that Facebook and others know full well the value of
privacy but provide customers with fewer safeguards than they rely on.!®

2017/05/10/technology/techs-frightful-five-theyve-got-us.html; Jack Morse, Apple’s
TrueDepth Camera Will Be Used to Send Face Data to Third Parties, MasHABLE (Nov. 2, 2017),
https://mashable.com/2017/11/02/apple-iphonex-faceid-truedepth-privacy-ad-tracking /
#TrKpmLeRHsqu; Mike Sands, Customer Data Is the Secret to Silicon Valley’s Success, FORBES
(Nov. 29, 2017), https://www.forbes.com/sites/mikesands1/2017/11/29/ customer-data-
is-the-secret-to-silicon-valleys-success/#19fc551a6c¢3b; Nick Statt, Amazon Will Let Alexa Devel-
opers Use Voice Recognition to Personalize Apps, VERGE (Nov 28, 2017), https://www.theverge
.com/2017/11/28/16711134/amazon-alexa-echo-voice-recognition-developers-personal-
ize-apps; Mark van Rijmenam, How Amazon Is Leveraging Big Data, DATAFLOQ (Jan. 23,
2013), https://datafloq.com/read/amazon-leveraging-big-data/517; Tom Warren,
Microsoft Finally Reveals What Data Windows 10 Really Collects, VERGE (Apr. 5, 2017), https://
www.theverge.com/2017/4/5/15188636/microsoft-windows-10-data-collection-documents-
privacy-concerns; Robert Williams, Apple Shares Facial Recognition Data with Apps, Sparking
Privacy Worries, MoBILE MARKETER (Dec. 1, 2017), https://www.mobilemarketer.com/
news/apple-shares-facial-recognition-data-with-apps-sparking-privacy-worries /512048 /.

12 Apam HobpGKIN, FOLLOWING SEARLE ON TWITTER: HOW WORDS CREATE DIGITAL INSTI-
TUuTIONS 185 (2017) (quoting Eric Schmidt, former CEO of Google).

13  Facebook’s founder Mark Zuckerberg is laughing to the bank about people’s gulli-
bility of giving him monetizable, personally identifiable information. “In 2010, Silicon
Alley Insider . . . published now-infamous instant messages from a 19-year-old Zuckerberg
to a friend shortly after starting The Facebook in 2004. ‘yea so if you ever need info about
anyone at harvard . . . just ask . . . i have over 4000 emails, pictures, addresses, sns’ Zuck-
erberg wrote to a friend. ‘what!? how’d you manage that one?’ they asked. ‘people just
submitted it . . [.] i don’t know why . . . they “trust me” . . . dumb fucks’ Zuckerberg
explained.” Josh Constine, Facebook Retracted Zuckerberg’s Messages from Recipients’ Inboxes,
TecnCruNcH (Apr. 5, 2018), https://techcrunch.com/2018/04/05/zuckerberg-deleted-
messages/ .
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Facebook’s mission statement!# similarly presents a company seeking to ben-
efit consumers, and it is truly a remarkable platform for bringing family,
friends, and strangers together. It has the ability to spread cultural richness
of immense importance to the spread of political and commercial ideas. But
consumers rarely understand how extensively social media companies share
personal data with third parties without data subjects’ consent. Social media
terms-of-service contracts typically ask the public to surrender all their data
for analysis and resale, but the language is typically hidden in the midst of
documents full of legalese.!® These can be understood by lawyers, but for
the general public, the terms of service are ambiguous, uncertain, and can be
unilaterally modified. A Berlin court agreed with the plaintiff’s claim that,
“Facebook hides default settings that are not privacy-friendly in its privacy
center and does not provide sufficient information about it when users regis-
ter.”'6 Google can indefinitely retain personal information, including video,
audio, purchases, and activity on third-party sites using that company’s ser-
vices.!” Even newspapers like the New York Times sell to and purchase from
third parties such data subject details as demographics, including “age, sex,
household income,” and similar metrics.!® The newspaper uses the informa-
tion both to isolate personality traits to determine content preferences and to
anonymize data to conduct largescale studies.!® While digital advertisement
superficially resembles traditional marketing, the two are significantly differ-

14 “Facebook’s mission is to give people the power to build community and bring the
world closer together.” FAQs: What is Facebook’s Mission Statement?, FACEBOOK: INVESTOR
ReLATIONS, https://investor.fb.com/resources/default.aspx (last visited Feb. 20, 2019).

15 Andrew D. Selbst, Contextual Expectations of Privacy, 35 Carnozo L. Rev. 643, 697
(2013) (“[E]vidence suggests that many users of Facebook do not understand how their
privacy settings work in practice.”); Mark Daniel Langer, Note, Rebuilding Bridges: Address-
ing the Problems of Historic Cell Site Location Information, 29 BERKELEY TECH. L.J. 955, 970 n.118
(2014) (reporting that “when Google and Facebook updated their privacy policies in 2012,
a survey found that the changes to the policies were too confusing for customers to under-
stand”); Alison C. Storella, Note, It’s Selfie-Evident: Spectrums of Alienability and Copyrighted
Content on Social Media, 94 B.U. L. Rev. 2045, 2080 (2014) (stating, based on studies, that
“many users simply do not know or understand how social media privacy settings work”).

16 German Court Finds Facebook Guilty of Privacy Violations, DEuTscHE WELLE (Feb. 12,
2018), https://www.dw.com/en/german-court-finds-facebook-guilty-of-privacy-violations/
a-42553867; see also Facebook Broke German Privacy Laws, Court Rules, BBC News (Feb. 12,
2018), https://www.bbc.com/news/technology-43035968 (explaining that the German
court found Facebook’s preclick policy to be insufficient for providing consumers notice).
Privacy statements from private corporations, like Facebook, to newspapers, like the New
York Times, allow social media companies to gather large swaths of information, including
age, sex, household income, job industry, and job title. See Data Policy, FACEBOOK, https://
www.facebook.com/policy.php (last visited July 2018).

17 Google Privacy Policy, GOOGLE, https://policies.google.com/ privacy?hl=en#infocol
lect (last visited July 2018) (listing information Google collects).

18  Privacy Policy § 1.B, N.Y. TiMEs, https://help.nytimes.com/hc/en-us/articles/11501
4892108-Privacy-policy#1 (last updated May 24, 2018).

19 Id. §2.
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ent because the latter is able to capture data users’ profiles, not only inform
them with useful information.

With precious few regulations in the United States governing their busi-
ness strategies, internet intermediaries monetize user profiles by capturing
private data information through tracking digital tools and artificial intelli-
gence. Personalized data points are monetized either by direct marketing or
sales to digital third parties. Without legal guidelines, social media compa-
nies use optin options for controlling, retaining, and exchanging private
information. Facebook has been a master of exploiting such data: a tech
journalist found that by creating an account, she activated numerous public
settings:

[H]ere’s everything that was public or turned on by default: My friends list.

My profile, which could be indexed by search engines. I could be tagged in

any post, even if I hadn’t reviewed it first. The site would suggest that my

friends tag me in images. Ad targeting would let Facebook sell marketers

the ability to find me based on my relationship status, employer, job title,

education and interests. And Facebook would use my app and browser activ-

ity to decide which ads to show me.20

Without clearly consenting to the spread of data, and without even
knowing who is receiving them, the user’s profile is commodified. Social
media companies are not covered by privacy rules, such as those that apply to
healthcare organizations under Health Insurance Portability and Accounta-
bility Act.2! A consumer seeking ideas in the marketplace should enjoy
greater autonomy to consent about their choice of services, rather than give
up virtually their entire bundle of privacy to curious audiences. The Euro-
pean Union relies on optin automation, while in the United States the
default option is opt-out. The latter puts the onus on consumers, rather than
exercising an interstate plan of fair dealing and consumer protections.

While the Supreme Court tends to favor speakers’ rights to explore
ideas, no provision of the Constitution provides a hierarchy of preferences
when a natural data subject has privacy interests that are detached from the
typical online data providers’ business model. As against the subjects’ right
to maintain control over private matters, corporate purpose is chiefly profit
from sales to third parties of data bits saturated with personal information
that is digitized and algorithmically analyzed.?? In those circumstances, judg-

20 Staci D. Kramer, Facebook Could Easily Make Privacy the Default. It Still Hasn’t, WAsH.
Post (Apr. 11, 2018), https://www.washingtonpost.com/news/posteverything/wp/2018/
04/11/i-tested-facebooks-privacy-settings-theyre-worse-than-zuckerberg-says/?utm_term=
fb00dc199237.

21  See, e.g., 45 C.F.R. § 160.102 (2018); Lori Andrews, A New Privacy Paradigm in the Age
of Apps, 53 WAKE Forest L. Rev. 421, 434, 441-43 (2018).

22 1 am thinking of the penumbral privacies such as it is established in Griswold v.
Connecticut. 381 U.S. 479 (1965). In that decision, Justice Douglas demonstrates that there
is a privacy that is the backbone of several constitutional provisions, including the First
Amendment, Fourth Amendment, and Ninth Amendment. Id. at 484. More recent cases,
such as Roe v. Wade, ground privacy in Fourteenth Amendment doctrine. 410 U.S. 113,
153 (1973). But the Court has never outright overturned Justice Douglas’s penumbral
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ment must be contextual and balanced without deviating from the singularity
of speech as a transmitter of information and privacy as a dignitary interest.
Both speech and privacy are protected constitutional interests, and in combi-
nation they advance individual and social concerns. Both speech and privacy
are crucial to the exercise of personal autonomy and the enjoyment of privi-
leges common to all members of a representative democracy.?®> Personal
autonomy involves meaningful commercial and political choices. Privacy and
speech are separate topics, but in the digital world articulating their connec-
tion is important for deciding when regulatory restrictions on speech benefit
the general welfare by preserving private integrity.

The First Amendment protects both speakers’ abilities to spread ideas?*
and audiences’ access to information.25 Neither the rights of a speaker nor
those of an audience are unlimited entitlements,?® but both the right of
expression and the right to acquire information are tied to the Amendment’s
overall function to protect the people’s articulation of political messages, per-
sonal expressions, and scientific or artistic participation.?” Quite often infor-
mation sought by one segment of the audience is guarded by individuals who
want it out of the public eye.

This Article argues that, in cases where audience rights and privacy
rights conflict, only a holistic constitutional analysis can explain why some
forms of content—copyright?® and antitrust laws,?° as just two examples—are
not protected by the First Amendment: judges should not limit themselves to
the needs of the marketplace of ideas. In today’s linked world, privacy needs

analysis in Griswold. 1 hope, dear reader, that you will understand that in an article of this
length I am unable to expostulate on this admittedly controversial point of view.

23 Helen Nissenbaum, Privacy as Contextual Integrity, 79 WasH. L. Rev. 119, 124-33
(2004) (discussing “privacy in terms of ‘contextual integrity’”).

24 Consol. Edison Co. v. Pub. Serv. Comm’n, 447 U.S. 530, 541-42 (1980) (“Where a
single speaker communicates to many listeners, the First Amendment does not permit the
government to prohibit speech as intrusive unless the ‘captive’ audience cannot avoid
objectionable speech.”).

25 Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n, 447 U.S. 557, 567 (1980)
(asserting that “the suppression of advertising reduces the information available for con-
sumer decisions and thereby defeats the purpose of the First Amendment”).

26  See, e.g., Branzburg v. Hayes, 408 U.S. 665, 684 (1972) (“It has generally been held
that the First Amendment does not guarantee the press a constitutional right of special
access to information not available to the public generally.”).

27 Alexander Tsesis, Free Speech Constitutionalism, 2015 U. ILL. L. Rev. 1015, 1027-42.

28 Golan v. Holder, 565 U.S. 302 (2012).

29  See Frederick Schauer, The Boundaries of the First Amendment: A Preliminary Exploration
of Constitutional Salience, 117 Harv. L. Rev. 1765, 1768 (2004) (“Little case law and not
much more commentary explain why the content-based restrictions of speech in the Secur-
ities Act of 1933, the Sherman Antitrust Act, the National Labor Relations Act, the Uni-
form Commercial Code, the law of fraud, conspiracy law, the law of evidence, and
countless other areas of statutory and common law do not, at the least, present serious First
Amendment issues.”); Melanie K. Nelson, Comment, The Anticompetitive Effects of Anti-Abor-
tion Protest, 2000 U. Chi. LecaL F. 327, 363.
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often conflict with the profitmaking interests of social media audiences.3?
Digital transactions should be tested by evaluating speakers’ interests, con-
sumer protections, regulatory fit to policies, precision in drafting, and rele-
vant doctrines.

The Court’s treatment of audiences’ interests varies depending on con-
text. In cases of political campaign expenditures, which serve to inform lis-
teners, regulations are subject to “the exacting scrutiny applicable to
limitations on core First Amendment rights of political expression.”>! How-
ever, only rational basis review applies when government authorities prohibit
the dissemination of information in cases of insider trading®? or blackmail-
ing.3® Intermediate balancing continues to govern commercial transactions.
Where controversies involve more than one constitutional value, the judiciary
should weigh evidence tending to support a hearer’s demand for informa-
tion and countervailing concerns about matters like intellectual property,
financial markets, consumer privacy, and national security. In addition,
courts should protect interests of data subjects to maintain control of their
online records against the corporate uses of digital data no longer needed
for the purpose for which it was originally generated.

Given the commercial magnitude of the secretive corporate sales of
data,3* the judiciary can only provide part of the solution. Congress should
pass a statute pursuant to its Commerce Clause authority. It should also
modify the safe harbor provision of the Communications Decency Act,
allowing for civil liability of social media platforms that facilitate the dissemi-
nation of false and deceptive marketing. In addition, new statutory limita-
tions should be placed on the length of retention and the clandestine
commercial dissemination of consumer information.

The Article proceeds as follows: Part I introduces the First Amendment’s
protections of the marketplace of ideas. Special attention is given to com-
mercial speech doctrine. Part II looks at the erosion of privacy as a result of
internet companies harvesting enormous data sets to create psychometric
profiles. Profits are thereby gained, affecting interstate commerce with nom-
inal benefits to the marketplace of ideas. Part III, then, discusses the delicate
balance between an audience’s right to gain beneficial information and an

30 Gregory P. Magarian, Forward into the Past: Speech Intermediaries in the Television and
Internet Ages, 71 OxrA. L. Rev. 237, 251 (2018) (“In contrast to the Television Age, . . . the
new speech intermediaries’ profitmaking function dominates their social-structuring
function.”).

31 McCutcheon v. FEC, 572 U.S. 185, 197 (2014) (quoting Buckley v. Valeo, 424 U.S. 1,
44-45 (1976) (per curiam)).

32 SECv. Lipson, 278 F.3d 656, 664 (7th Cir. 2002) (holding that the imposition of the
maximum civil penalty for insider trading was not a violation of the First Amendment);
Henry N. Butler & Larry E. Ribstein, Corporate Governance Speech and the First Amendment, 43
U. Kan. L. Rev. 163, 202 (1994).

33 Robinson v. Jacksonville Shipyards, Inc., 760 F. Supp. 1486, 1535 (M.D. Fla. 1991);
C. EpwiN Baker, HumaN LiBERTY AND FREEDOM OF SPEECH 60-65 (1989).

34 See generally FRANK PAsQUALE, THE Brack Box SocieTy: THE SECRET ALGORITHMS
Tuaat CONTROL MONEY AND INFORMATION (2015).
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individual’s right to control personal data. It argues that consumer protec-
tions are necessary where commercial entities harvest personal data for com-
mercial purposes. However, in cases challenging restraints on political
advertisements, courts should require a higher burden of proof to better
smoke out censorship. Part IV proposes regulatory reforms to limit the dura-
tion for which internet intermediaries can retain and market personal data.
It argues that social media firms should not be immune from litigation when
they knowingly spread false commercial or political information.

I. AubpieNces AND DiGiTAL COMMERCIALIZATION

Digital audiences’ right to access information available in the market-
place of ideas often conflicts with a subject’s right to privacy. In Cox Broad-
casting Corp. v. Cohn, the Court asserted: “In this sphere of collision between
claims of privacy and those of the free press, the interests on both sides are
plainly rooted in the traditions and significant concerns of our society.”3>
Audience-based protections are of paramount importance in disseminating
“social, political, esthetic, moral, and other ideas and experiences.”*® The
Supreme Court first recognized a First Amendment audience right to receive
information in 1965.37 The freedom to speak implies the right to have free
and equal access to ideas and information.®® Audience access to information
is key to the very purpose of the First Amendment—to protect the free flow
of opinions and ideologies. The U.S. Supreme Court has recognized audi-
ences’ right to access in matters as diverse as investigative journalism of tri-
als®® and controversial political literature.*® So too, in the campaign
financing area, the Court has articulated audiences’ right to obtain useful
information for arriving at political decisions.

Political, personal, or informational messages have constitutional mean-
ing, in part, because of their semantic or emotive value to an audience. But
audience rights are not absolute. Not all materials advance the marketplace
of ideas’ quest for truth; in particular, as the Supreme Court has recognized,
when data are compiled from multiple sources, they are likely to contain
mistakes and misrepresentations.*!

35 Cox Broad. Corp. v. Cohn, 420 U.S. 469, 491 (1975).

36 Red Lion Broad. Co. v. FCC, 395 U.S. 367, 390 (1969).

37 Lamont v. Postmaster Gen., 381 U.S. 301 (1965); se¢ also John C. Jeffries, Jr., Dam-
ages for Constitutional Violations: The Relation of Risk to Injury in Constitutional Torts, 75 VA. L.
Rev. 1461, 1479 (1989) (listing early right-to-receive-information cases); Burt Neuborne &
Steven R. Shapiro, The Nylon Curtain: American’s National Border and the Free Flow of Ideas, 26
WM. & Mary L. Rev. 719, 719 n.139 (1985) (same).

38 Stanley v. Georgia, 394 U.S. 557, 564 (1969) (“[T]he Constitution protects the right
to receive information and ideas.”).

39  See Gannett Co. v. DePasquale, 443 U.S. 368 (1979).

40  See Lamont, 381 U.S. at 305.

41  See U.S. Dep’t of Justice v. Reporters Comm. for Freedom of the Press, 489 U.S. 749,
752, 780 (1989).
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Human interactions in the digital age involve the spread of personal
information through computer platforms, such as phones with cameras. Dig-
ital conversations, be they through emails or blogs, often trigger targeted
marketing in addition to interactions in ideas and a quest for truth. Advertis-
ers embed hyperlinks to give customers the option to connect directly to web-
sites selling products. In addition, corporations adopt a system allowing
users to hit a button to demonstrate a visitor’s “likes.” The number of those
favorable ratings is then aggregated. Value is obtained by marketing content
to targets who have been algorithmically determined to have a commercial
desire to receive and act upon the electromagnetically transmitted material.
So-called “friends” are conduits for firms to engage in targeted advertise-
ments, not in some discussion of political or aesthetic values. The most egre-
gious use of this material was Cambridge Analytica’s heist of politically
manipulable data in the 2016 election.

The implications to consumer privacy are particularly acute in the digital
realm. Unlike traditional communicative media, microtechnology allows
businesses to indefinitely store private information obtained from direct
transactions and third-party dealings.*? It is unclear the extent to which this
gets us to the “truth,” as Justice Holmes’s marketplace of ideas analogy would
have it. Algorithmically obtained information is disseminated based on mod-
els created via artificial intelligence outcomes. Tidbits of information are
then tagged to create computer profiles based on algorithmic models. Social
media companies keep track of people through internet service provider
addresses, data acquired through sales, public records, listservs, sharing web-
sites, and so forth. Social media companies invest in technology to boost
their profits; any marketplace of ideas advancement from extraction and
manipulation of private information is presumed, but no law requires them
to prove the likelihood of social or personal benefits. The firms’ plans are to
paint comprehensive user profiles based on a lifetime of information—to
include travel location, commercial preferences, intellectual attributes, racial
characteristics, etc.—that can be resold to third-party vendors.*® As I will
elaborate in Part II of this Article, the business strategy of social media net-
works is to indefinitely retain personal data, not simply to inform the public
or individuals of any truth. This commercial intercourse can be regulated
because it has a substantial effect on the national economy.

42 See, e.g., Thomson Reuters Privacy Statement, THOMSON REUTERSs, https://www.thom-
sonreuters.com/en/privacy-statement.html (last visited Mar. 7, 2019). The Thomson
Reuters privacy agreement empowers the corporation to store a wealth of highly personal
biometric and psychometric data about its clients, including Westlaw users. Id.; see supra
notes 17-18 and accompanying text.

43 For a description of how Internet Protocol addresses are used for transmissions and
computer identification, see Alexander Tsesis, Hale in Cyberspace: Regulating Hate Speech on
the Internet, 38 SaN Dieco L. Rev. 817, 828-29 (2001); Wei-erh Chen, Note, Optimizing
Online Trademark Protections Given the Proliferation of Generic Top Level Domains, 38 J. Core. L.
585, 587-88 (2013).
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The commercial speech doctrine is predicated on the audience’s right
to know.** However, much online marketing seeks not to inform but to
profit by taking “advantage of consumers’ cognitive weaknesses and biases.”*?
Supreme Court precedents in this area have repeatedly conceived the protec-
tion of audiences’ access to information to be critical for making good com-
mercial decisions and selecting between advertised products.*® But where
messages aim to influence consumers without appealing to their cognitive,
rational faculties, it provides de minimis benefit to the marketplace of
ideas.*”

Social media corporations reap profits by marketing profiles to firms
engaged in commercial and political activities. To understand the role of
internet marketing it is important to describe the free speech values of adver-
tising. By “commercial speech,” the Supreme Court refers to “expression
related solely to the economic interests of the speaker and its audience”® or
“speech proposing a commercial transaction.”*® What is more, commercial
speech is valuable for consumer choice and the efficient functioning of a
capitalist economy.?® The commercial nature of advertisements to gain prof-
its distinguishes it from protected explorations of ideas, facts, philosophies,
and tastes. Manipulative advertisements are even further afield of protected
speech, appealing to emotive responses. The Court therefore only relies on
intermediate scrutiny to review restrictions on commercial statements “com-
mensurate with its subordinate position in the scale of First Amendment val-
ues, while allowing modes of regulation that might be impermissible in the
realm of noncommercial expression.”! More recently, however, the Court
has become increasingly less deferential—some might say increasingly

44 Robert Post & Amanda Shanor, Commentary, Adam Smith’s First Amendment, 128
Harv. L. Rev. F. 165, 170 (2015).

45 Micah L. Berman, Manipulative Marketing and the First Amendment, 103 Geo. L.J. 497,
522 (2015); see also id. at 500 (“Many common advertising techniques do not rely on com-
municating information, as the Court’s commercial speech cases assume that all advertis-
ing does. Instead, they seek to influence consumers at a subconscious or emotional
level.”).

46 44 Liquormart, Inc. v. Rhode Island, 517 U.S. 484, 496-500 (1996); Cent. Hudson
Gas & Elec. Corp. v. Pub. Serv. Comm’n, 447 U.S. 557, 561-63 (1980).

47 Much advertising is emotive; for example, using sexual attraction to sell products.
See KENT GREENFIELD, THE MyTH OF CHOICE: PERSONAL RESPONSIBILITY IN A WORLD OF Lim-
s 59 (2011). Even political advertisement can be emotive, drawing on nationalism, racial-
ism, and class identity. The aim of such advertisement is to mislead and obfuscate. It does
not fit the Court’s principal justification for constitutional protection of free speech, “the
value to consumers of the information such speech provides.” Zauderer v. Office of Disci-
plinary Counsel, 471 U.S. 626, 651 (1985).

48  Cent. Hudson Gas & Elec. Corp., 447 U.S. at 561.

49 Id. at 562 (quoting Ohralik v. Ohio State Bar Ass’n, 436 U.S. 447, 456 (1978)).

50  See Va. State Bd. of Pharmacy v. Va. Citizens Consumer Council, Inc., 425 U.S. 748,
763-64 (1976).

51  Ohralik, 436 U.S. at 456.
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Lochnerian®?>—to consumer protection statutes that limit corporate
communications.>?

While commercial entities benefit from advertising, the Court has
explained that a principal value of commercial speech is to enable consum-
ers to receive an array of information.>* But nothing requires the speech to
be exclusively informative or advancing of truth. An advertisement that
endorses, encourages, or enthuses is equally protected, even though it does
not fit literally into the Court’s informational definition. The Court’s exami-
nation of whether speech is “commercial [in] character” requires judges to
examine content, especially when it is “inextricably intertwined with other-
wise fully protected speech.”® In such situations, the Court uses intermedi-
ate scrutiny,’® despite some indication that it might soon move to a more
rigorous test in the commercial speech area.®” There is a possibility that
“[r]legulation of a solicitation”® might “intertwine[ ] with informative and
perhaps persuasive speech.”® Where audible and visual elements are used
to encourage commercial transactions, accuracy is critical to consumers. Mis-
information can significantly compromise a buyer’s ability to act autono-
mously as a rational being (in the Aristotelian sense).

The First Amendment safeguards the public’s demand for commercial
speech to evaluate commodities, and that information is only helpful when it
is authentic and truthful. Therefore, false and misleading commercial
speech has never been protected and is outside the purview of First Amend-
ment doctrine.®® Consumers can be victimized by inaccurate devices that
lead them to make harmful consumer choices.’! However, in noncommer-
cial settings, fallacy stated without seeking monetary return is protected.52
What is important here, as Jack Balkin has pointed out, is the social relation
between the communication and the listener. The commercial speech doc-

52 Morton J. Horwitz, Foreword: The Constitution of Change: Legal Fundamentality Without
Fundamentalism, 107 Harv. L. Rev. 30, 109-16 (1993). For arguments that protection of
commercial speech revivified Lochnerera intrusions into legislative economic prerogatives,
see Thomas H. Jackson & John Calvin Jeffries, Jr., Commercial Speech: Economic Due Process
and the First Amendment, 65 VA. L. Rev. 1, 8, 40 (1979).

53 Alexander Tsesis, The Categorical Free Speech Doctrine and Contextualization, 65 EMORY
LJ. 495, 522 n.169 (2015).

54 Zauderer v. Office of Disciplinary Counsel, 471 U.S. 626, 651 (1985).

55 Riley v. Nat’l Fed’n of the Blind of N.C,, Inc., 487 U.S. 781, 796 (1988).

56 See Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n, 447 U.S. 557, 566
(1980).

57  See Sorrell v. IMS Health Inc., 564 U.S. 552 (2011).

58  Riley, 487 U.S. at 796.

59 Id. (quoting Village of Schaumburg v. Citizens for a Better Env’t, 444 U.S. 620, 632
(1980)).

60 Cent. Hudson Gas & Elec. Corp., 447 U.S. at 566.

61  See Va. State Bd. of Pharmacy v. Va. Citizens Consumer Council, Inc., 425 U.S. 748,
771-72, 771 n.24 (1976).

62  See United States v. Alvarez, 567 U.S. 709, 718-19 (2012); Helen Norton, Lies and the
Constitution, 2012 Sup. Ct. Rev. 161, 161.
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trine safeguards the right of marketplace consumers of ideas to acquire ade-
quate information to evaluate risks, benefits, and preferences.5?

Scholars have given various rationales for the protection of commercial
speech, but they coalesce around the audience purposes of communicating
information that provides truthful details about products and their manufac-
turers, distributors, or sellers. The visionary scholar on this subject, Martin
Redish, has since the early 1970s defended the value of commercial speech
on the basis of personal “self-development and self-determination.”®* Com-
mercial speech, as Redish argues, is as empowering as any other form of
speech, and treating it differently from other expressions protected by the
First Amendment is a form of viewpoint discrimination, which the govern-
ment is prohibited from undertaking.5?

That perspective is controversial, and rejected by authors like Robert
Post, who believe deliberative democracy is at the core of the First Amend-
ment’s protection of free speech. The Court has itself stated that advancing
commercial views holds a “subordinate position in the scale of First Amend-
ment values” worthy of only “limited measure of protection.”®® Post opposes
conflating libertarian notions of speech with deliberative democracy,5”
although he of course recognizes that modern democracies “must regard
their citizens, insofar as they engage in public discourse, as equal and autono-
mous persons.”®® This leads Post to the illustrative conclusion that seeking
“to sell toothpaste” should be regarded differently from communicating and
influencing “the formation of democratic public opinion.”®® His analogy
resembles then-Justice Rehnquist’s, in a dissent, to the effect that the First
Amendment concerns “public decisionmaking as to political, social, and
other public issues, rather than the decision of a particular individual as to

63 Jack M. Balkin, Information Fiduciaries and the First Amendment, 49 U.C. Davis L. Rev.
1183, 1214-16 (2016).

64 Martin H. Redish, Commercial Speech, First Amendment Intuitionism and the Twilight
Zone of Viewpoint Discrimination, 41 Loy. L.A. L. Rev. 67, 81 (2007) [hereinafter Redish,
Commercial Speech]. See generally Martin H. Redish, The First Amendment in the Marketplace:
Commercial Speech and the Values of Free Expression, 39 GEo. WasH. L. Rev. 429 (1971).

65 See Redish, Commercial Speech, supra note 64, at 107.

66 Ohralik v. Ohio State Bar Ass’n, 436 U.S. 447, 456 (1978) (“[W]e . . . have afforded
commercial speech a limited measure of protection, commensurate with its subordinate
position in the scale of First Amendment values, while allowing modes of regulation that
might be impermissible in the realm of noncommercial expression.”).

Like Post, other scholars attribute a similarly lower view to speech for which the princi-
pal or predominant purpose is profit. Frederick Schauer, for instance, writes: “If freedom
of speech is based on the interests of the speaker, and if the speaker’s dignity or self-
respect is the determinative factor, there seems little reason to extend that freedom to
those whose only motive is profit.” FREDERICK SCHAUER, FREE SPEECH: A PHILOSOPHICAL
EnqQuiry 159 (1982).

67 Robert C. Post, Viewpoint Discrimination and Commercial Speech, 41 Loy. L.A. L. Rev.
169, 175 (2007).

68 Robert Post, Democracy and Equality, 603 ANNALS AM. Acap. PoL. & Soc. Sc1. 24, 28
(2006).

69 Post, supra note 67, at 177.
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whether to purchase one or another kind of shampoo.”” Post nevertheless
concedes that it is legitimate to regard commercial speech as an element of
information distribution: “Commercial speech does, however, circulate infor-
mation to the public sphere within which democratic public opinion is
formed, and this information might well be relevant to the formation of pub-
lic opinion.””! But he does not regard it as having the same First Amend-
ment value as democratic expression.

I would take Post’s argument a step further. The First Amendment pro-
tects the right of individuals to obtain and circulate information as equal
players in a polity whose structure and substantive protections are meant to
benefit ordinary people. The First Amendment protects our private and pub-
lic communicative personalities. To paraphrase Shakespeare’s As You Like I1,
all the world is a stage and each of us in his or her time plays many parts. Just
as any other cases arising under the First Amendment, challenges to com-
mercial speech regulations require careful analysis of the full context in
which statements are made. The Court’s decision to treat commercial
speech differently from core political speech is content rich.

In the digital age, commercial speech often conflicts with private sensi-
tivities. When private data is commodified without the data subject’s con-
sent, privacy should be treated like other commercial speech, under the four-
part test from Central Hudson. That is, the question for adjudication is
whether the speech giving rise to privacy intrusion is lawful or misleading,
whether the government has a substantial interest in the privacy regulation,
whether the regulation advances important privacy concerns, and whether it
“is not more extensive than is necessary to serve that interest.”’? Advertise-
ments can be informative, but in today’s digital climate, businesses, especially
social media companies, are increasingly relying on the digital methods to
sweep up personal information into their databanks without obtaining con-
sumers’ explicit permission to do so. Internet intermediaries’ privacy state-
ments are often written in such broad language as to license indefinite
retention and almost unimpeded commercial exchange in data with third
parties.” Social media companies also modify their privacy settings without
informing users to reconsider their acceptance of terms.”* The European
Commissioner for Justice, Consumers, and Gender Equality, Vera Jourovd,
issued a statement calling for swift sanctions against Facebook, which like
other internet intermediaries, continues to issue “misleading terms of ser-

70  Va. State Bd. of Pharmacy v. Va. Citizens Consumer Council, Inc., 425 U.S. 748, 787
(1976) (Rehnquist, J., dissenting).

71 Post, supra note 67, at 177.

72 Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n, 447 U.S. 557, 566 (1980).

73 Paul M. Schwartz & Karl-Nikolaus Peifer, Transatlantic Data Privacy Law, 106 GEo.
LJ. 115, 150 (2017) (“The FTC’s assumed premise is that an imagined reasonable con-
sumer read a privacy statement and agreed to the terms in it as well as other aspects of a
consumer’s impressions of the company’s privacy representations. . . . The deceptive
merchant, then, flouted this reasonable individual’s consent. In reality, most consumers
do not read privacy policies and are unaware of company’s data policies.”).

74 PASQUALE, supra note 34, at 53, 144-45.
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vices” that confuse consumers by obfuscating that its principal corporate pur-
pose is profit.”> Marketing strategies use the informational model to
convince buyers to provide them with a panoply of information that is then
stored in databases and sold to a slew of unrevealed third parties or affiliated
companies and entities.

II. ErosioN ofF Privacy

Audiences benefit from the wealth of information available on the
internet. It is a vast repository containing everything from movies and blogs,
to philosophy, medicine, mathematics, law, and engineering, to art and class-
ical studies. Yet it is also a network, where many consumers lack knowledge
about how to protect personal data.”® Digital firms should be required to
obtain explicit consent before reselling data information about natural per-
sons. In Europe, privacy is a recognized fundamental right and its enjoyment
is significant to the “well-being of individuals.””” U.S. privacy law, on the
other hand, is a patchwork of state-by-state and area-specific federal regula-
tions as well as common-law torts.”® Greater consumer protections are neces-
sary given the ability of internet firms to gather limitless psychometric details.

Many new gadgets are connected to the internet through operating sys-
tems installed in home devices, a marketing strategy collectively known as the

75 Commissioner Jourovd Met with Tech Companies to Push for Full Compliance with EU Con-
sumer Rules, REPRESENTATION AU LUXEMBOURG (Sept. 20. 2018), https://ec.europa.eu/lux-
embourg/news/commissioner-jourov%C3%Al-met-tech-companies-push-full-compliance-
eu-consumer-rules_fr (quoting Commissioner Jourova).

76  See Peter Swire, Social Networks, Privacy, and Freedom of Association: Data Protection vs.
Data Empowerment, 90 N.C. L. Rev. 1371, 1404 (2012); see supra note 15 and accompanying
text.

77 Directive 95/46/EC, of the European Parliament and of the Council of 24 October
1995 on the Protection of Individuals with Regard to the Processing of Personal Data and
on the Free Movement of Such Data, 1995 O.J. (L 281) 31 [hereinafter Directive 95/46/
EC].

78  See, e.g., Right to Financial Privacy Act of 1978, 12 U.S.C. §§ 3401-3422 (2012); Fair
Credit Reporting Act, 15 U.S.C. § 1681 (2012) (requiring consumer credit reporting agen-
cies to respect consumers’ privacy rights); Children’s Online Privacy Protection Act of
1998, 15 U.S.C. §§ 6501-6506 (2012); Video Voyeurism Prevention Act of 2004, 18 U.S.C.
§ 1801 (2012); Electronic Communications Privacy Act of 1986, 18 U.S.C. §§ 2510-2522
(2012); 18 U.S.C. §§ 2701-2712 (2012) (prohibiting various forms of consumer informa-
tion compromise by internet and other service providers); Video Privacy Protection Act of
1988, 18 U.S.C. § 2710 (2012); Driver’s Privacy Protection Act of 1994, 18 U.S.C.
§§ 2721-2725 (2012); Health Insurance Portability and Accountability Act of 1996, Pub. L.
No. 104-191, 110 Stat. 1936 (codified as amended in scattered sections of 18 U.S.C., 26
US.C,, 29 US.C,, and 42 U.S.C.) (protecting against wrongful disclosure of consumers’
private health information); 26 U.S.C § 6103 (2012) (requiring protection of consumer
privacy in tax returns); Privacy Protection Act of 1980, 42 U.S.C. § 2000aa (2012); 47
U.S.C. § 230 (2012); Cable Communications Policy Act of 1984, 47 U.S.C. §§ 521-573
(2012) (requiring protection of cable subscriber privacy).
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Internet of Things.”® Household items can now gather psychometrics. Bro-
kers’ trade secrets make it impossible for data subjects to trace where that
information is disseminated and to whom it has been traded.8® The inherent
biases based on corporate profit in internet search results are undetectable
because the algorithms firms have developed are trade secrets.8! Those
secrets only make sense when they improve firms’ ability to deliver accurate
information to listeners. While internet firms seek to keep their dealings
private, they retain unlimited data about their users. Internet-monitoring
devices are installed into cell phones, appliances, baby monitoring devices,
toasters, ovens, lamps, banks, utilities, security devices, and so on.82 Appli-
ances with tracking devices gather metrics about the consumer and provide
digital marketing companies a huge resource for future advertising and ana-
lytics. Much of this deals with commercial transactions, not any effort to get
at the truthful information to which Justice Holmes refe